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What is a botnet?

Two general purposes of using botnets:

* Provide layers of separation/insulation between criminal
actors and criminal acts.

* Provide a cloud computing platform for a wide variety of
functions.

Neither requires that there be anything of interest on victim
computers.




Bot Lifecycle
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Botnet Ecosphere

Social context: Botnets are created by human agents to
achieve some purpose.

Usually:

1. Create botnet.
2. 7?7

3. Profit!

« What's step 27
« Do all of these steps need to be done by the same people?

« Who are these people? \
/¢ y .




Botnet Ecosphere

Some roles for division of criminal labor:

« Exploit/exploit pack developer

« Botherder/admin (manages botnet)

« Seller (drives traffic to exploit sites, paid per infection)
« Spammer (sender)

e Sponsor (spam ad buyer)

* Phisher

« Carder (trades in card data/makes counterfeits)

« Casher (takes out cash)

* Reshippers (stolen good/cash laundering--WFH/GTJ)
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Botnet Evolution: Overview

The convergence of DDoS tools, IRC
bots, P2P software, worms, and SaaS =
modern botnets

« Early 1990s: IRC channel bots (e.g., eggdrop, mIRCscripts,
ComBot, etc.).

- Late 1990s: Denial of service tools (e.g., Trinoo, Tribal Flood
Network, Stacheldraht, Shaft, etc.). Peer-to-peer file sharing tools.

« 2000: Merger of DDoStools, worms, and rootkits (e.g.,
Stacheldraht+tOrnkit+Ramen worm; Lion worm+TFN2K).

« 2002: IRC-controlled bots implementing DDoS attacks.

« 2003: IRC-controlled bots spread with worms and viruses,
fully implementing DDoS, spyware, malware distribution
activity. First P2P bots (Sinit, WASTE).

 (Dave Dittrich, “Invasion Force,” Information Security, March 2003,

:; ..
ﬂ :II “t

p. 30) ’
« 2003-present: Botnets used as a criminal tool for extortion; ‘
fraud, identity theft, computer crime, spam, and phishing.
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Botnet Evolution: History

Dec. 1993: Eggdrop bot - Non-malicious, occasionally
abused (Supported linking multiple bots by 1999)

April 1998: GTbot variants - Based on mIRC, malicious
bots

1999: Sub7 trojan - Pretty Park worm, IRC listeners

May 1999: Napster - Non-malicious file sharing, hybrid
P2P & client-server

March 2000: Gnutella - Non-malicious file sharing,
decentralized P2P

April 2002: SDbot variants - Malicious bot with IRC ‘ |
client. Code made widely available. G




Botnet Evolution: History

Aug 2002-Sep 2003: Sobig variants - Botnet used by Ruslan lbragimov’s
send-safe spam operation
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Botnet Evolution: History

Oct 2002: Agobot variants - (500+ by 2008), malicious
bot w/modular design

Apr 2003: SpyBot variants - Derived from Agobot

May 2003: Nullsoft WASTE - Encrypted P2P network.
Removed from distribution by AOL

Sep 2003: Sinit - P2P trojan, found peers via crafted DNS
packets to random IPs, exchanged peer lists when found

Nov 2003: Kademlia - P2P distributed hash table

&




Botnet Evolution: History
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Botnet Evolution: Histor

Mar 2004: Phatbot - P2P bot using WASTE

bot.command runs a command with system()
bot.unsecure enable shares / enable dcom
bot.secure delete shares / disable dcom

bot.flushdns flushes the bots dns cache

bot.quit quits the bot

bot.longuptime If uptime > 7 days then bot will respond
bot.sysinfo displays the system info

bot.status gives status

ot.rndnick makes the bot generate a new random nick
bot.removeallbut removes the bot if id does not match
bot.remove removes the bot

bot.open opens a file (whatever)

bot.nick changes the nickname of the bot

bot.id displays the id of the current code

bot.execute makes the bot execute a .exe

bot.dns resolves ip/hostname by dns

bot.die terminates the bot

bot.about displays the info the author wants you to see
shell.disable Disable shell handler

shell.enable Enable shell handler

shell.handler FallBack handler for shell
commands.list Lists all available commands
plugin.unload unloads a plugin (not supported yet)
plugin.load loads a plugin

cvar.saveconfig saves config to a file

cvar.loadconfig loads config from a file

cvar.set sets the content of a cvar

cvar.get gets the content of a cvar

cvar.list prints a list of all cvars

inst.svcdel deletes a service from scm

inst.svcadd adds a service to scm

inst.asdel deletes an autostart entry

inst.asadd adds an autostart entry

logic.ifuptime exec command if uptime is bigger than specified
mac.login logs the user in

mac.logout logs the user out

ftp.update executes a file from a ftp url

ftp.execute updates the bot from a ftp url
ftp.download downloads a file from ftp

http.visit visits an url with a specified referrer
http.update executes a file from a http url

http.execute updates the bot from a http url
http.download downloads a file from http

rsl.logoff logs the user off

rsl.shutdown shuts the computer down
rsl.reboot reboots the computer
pctrl.kill kills a Frocess

pctrl.list lists al Processes

scan.stop signal stop to child threads
scan.start signal start to child threads
scan.disable disables a scanner module
scan.enable enables a scanner module
scan.clearnetranges clears all netranges registered with the scanner
scan.resetnetranges resets netranges to the localhost
scan.listnetranges lists all netranges registered with the scanner
scan.delnetrange deletes a netrange from the scanner
scan.addnetrange adds a netrange to the scanner

ddos.phatwonk starts phatwonk flood

ddos.phaticmp starts ﬁhaticm flood

ddos.phatsyn starts phatsyn flood

ddos.stop stops all floods

ddos.httpflood starts a HTTP flood

ddos.synflood starts an SYN flood

ddos.udpflood starts a UDP flood

redirect.stop stops all redirects running

redirect.socks starts a socks4 proxy

redirect.https starts a https proxy

redirect.http starts a http proxy

redirect.gre starts a gre redirect

redirect.tcp starts a tcp port redirect

harvest.aol makes the bot get aol stuff

harvest.cdkeys makes the bot get a list of cdkeys
harvest.emailshttp makes the bot get a list of emails via http
harvest.emails makes the bot get a list of emails
waste.server changes the server the bot connects to
waste.reconnect reconnects to the server
waste.raw sends a raw message to the waste server
waste.quit

waste.privmsg sends a privmsg

waste.part makes the bot part a channel
waste.netinfo prints netinfo

waste.mode lets the bot perform a mode change
waste.join makes the bot join a channel
waste.gethost prints netinfo when host matches
waste.getedu prints netinfo when the bot is .edu
waste.action lets the bot perform an action
waste.disconnect disconnects the bot from waste

/
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Botnet Evolution: History

2003: Rbot - Uses encryption to evade detection
2004: Polybot - Adds polymorphism
Mar 2006: SpamThru - P2P bot

Apr 2006: Nugache - P2P bot, distributed via trojaned
downloads on freeware sites. Author arrested Sep 2007.

2006-2011: Rustock - Major spammer. Atrivo takedown Sep
2008, McColo takedown Nov 11, 2008.

Jan 2007-late 2008: Storm/Peacomm trojan - P2P; massive

p

spammer. RBN connection? 20% of spam in 2008.

2007: Srizbi - Used Mpack, Reactor Mailer, bypassed
firewall. Similar to Rustock. Was largest botnet for a i
McColo.
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Botnet Evolution: History

2007: Cutwalil trojan - Rootkit, DDoS and spam bot. 1.5M-2M
bots. C&C taken down when ISP 3FN was taken down by the
FTC on June 4, 2009.

2007-2012: Zeus - financial info stealer, variants of software sold
for $500-$15K. Still prevalent. Configs stored in AWS EC2, use of
Google, Twitter, Facebook.

2008-2009: Torpig/Anserin - Financial info stealer. Includes
Mebroot rootkit. UCSB researchers temporarily controlled for 10
days in 2009.

Nov. 2008: Conficker worm - Variants A-E, end action of A-D was
to update to subsequent versions; disabled Windows update and

SpyProtect scareware. Massive propagation (10.5M
On May 3, 2009, variant E deleted itself and left C.

AV. Variant E (Apr 2009) installed Waledac spambot ? ﬂ
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Botnet Evolution: History

Dec 2008: Koobface - Social network C&C, had Mac version.
Click fraud, scareware sales. Gang exposed in

Koobface “Mothership” | o
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|
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—_— \
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l
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(Maria K.; ex] <omitted>)
<omittefl> 1982
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Botnet Evolution: History

2009: Grum/Tedroo -Spammer, generated 26% of spam in March 2010.
Mar 2009: Coreflood - Info stealer, taken down Apr 2011 (FBI w/ISC).

Apr 2009: Waledac - Spammer. 1% of spam volume. Microsoft
takedown of C&C domains Feb. 2010, spam domains Sep. 2010.

May 2009: Bredolab trojan - Botnet. 30M bots, 143 C&C seized by
Dutch police Oct. 25, 2010, Armenian suspect arrested.

2009: Aurora - Google attacked.

2009: Mariposa (Spain) - Info stealer, spam, DDoS. Taken down by
Spanish police (w/Panda Security), Dec 23. 8-12M bots.

Apr 2010: Storm 2 - Minus P2P ’

/. B




Botnet Evolution: History

2011: DNSChanger - Esthost/Rove Digital, redirected 6
million people to malicious websites, 4M bots. Nov 8: 100
servers seized in U.S., 6 Estonians arrested.
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Botnet Evolution: History

2011: Kelihos/Hlux/Waledac 2.0 - P2P botnet similar to
Waledac. 3-tier design: controllers, routers, workers.

Spam, MacDefender scareware. Taken down Sep 26,
2011 by Microsoft.
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Botnet Evolution: Present

2011- 2012: Darkshell - DDoS botnet & buyable Kkit.

Darkshell. Darkshell.

4§ Download the update statistics

T [ official products DarkShell local version

= [ official products ] DarkShell Professional (VIP)

£ [ official ] DarksShell free version

EThe official products ] Vipl.34, updated version

T [ software | (-DDOS) denial of server attack detection
BIofficial Product ] Vip1.33

T [ official products ] BETAL.2 version update

S official Product ] Vip1.32

GHofficial Product ] DarkShell.Source

Sofficial Product | DarkShell.BETA

Sofficial Product ] Darkshell.VIP

i ERd
11

DarksShell.
122 11-28
120 11-24
124 11-24
181 09-05

71 0B-25
152 08-24
173 08-17
104 08-15
273 08-06
355 08-06
209 08-06

TxXER

Vipl.34 Edition

PiFEgn: 110t
L HE#H: O

T-#E#: 18944
Rt AEes it

Day

21



Botnet Evolution: Present Day

Feb 2012: Flashback trojan - Exploits Java flaw. Mac
botnet 655K+ strong. Deletes itself if ClamXav is
Installed.




Defense

 Patch.




Defense

Mac users: It's time for AV.

™ ™ & Install ClamAV 0.95.2 Scanning Engine (Universal) for Mac 0OS X 10.4 or 10.5
Welcome to the ClamAY 0.95.2 Scanning Engine (Universal) for Mac OS5 X
10.4 or 10.5 Installer
@ Introduction This is the engine behind ClamXav which actually does the virus
scanning and updating. It must be installed before you can use
License ClamXav.

Destination Select

You may either use this installer or download the source code yourself
from hitpufwww.clamav.net and make and build it yourself following the
instructions detailed anline at http:fwww.clamxav.comfindex.php?
page=byo

@ Installation

Files installed by this installer will be placed under fusrlocaliclamXav/

To remave the engine, download the "Engine Remaover” from http:/
www.clamxav.comiindex.php?page=d|

w
{ #Co*Back (" Continue )
/W
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Defense

Filter
» Qutbound traffic
* Web content filtering
 Application control
* |dentity awareness
* Intrusion prevention
« Data leak prevention
« Web application firewall




Defense
Monitor

 Signs of bots often show up in
web and DNS requests

* Monitor user login activity; 30%
of breaches use stolen
credentials

* Log and alert/review

* You need an incident response
plan




Defense

* Report
* Collaborate

INF D NationalCouncil. ISACs
MEMBERS ALLIANCE e




Offense

* Track _ KASPERJKY?

« Takeover %
DeLLy '
o TakedOwn SecureWgrks %//  DIGITAL

. Arrest & Prosecute - ONIT

~ UNIT

FBI: Microsoft Digital Crimes Unit:

May 22, 2001: Operation Cyber Loss —62 arrests  Fep 22, 2070: Operation b49, Waledac C&C takedown
May 16, 2002: Operation E-Con — 50 arrests (w/Shadowserver, Symantec)

Nov 20, 2003: Operation Cyber Sweep — 125 Oct 27, 2010: Operation b49, Waledac spam
arrests takedown

Feb 14, 2004: Operation Cyber Slam — Foonet Mar 16, 2011: Operation b107, Rustock takedown
DDoS (w/FireEye)

May 20, 2004: Operation SLAM-Spam - 50 targets ~ Sep 26, 2071: Operation b79, Kelihos/Waledac 2.0
Jun 13, 2007: Operation Bot Roast — 3 arrests takedown; civil suit vs. Dominique Alexander Piatti.
Nov 29, 2007: Operation Bot Roast Il — 3 Mar 23, 2012: Operation b71, Zeus takedown (w/F-
indictments Secure)

Sep 30, 2010: Operation Trident Beach — 5 Ukraine

arrests, Zeus partial takedown Crowdstrike:

Apr 2011: Coreflood takedown (w/ISC) Mar 29, 2012: Kelihos v2 takedown ’

Nov 8, 2011: Operation Ghost Click — 6 Estonians  (W/SecureWorks, Honeynet Project,

arrested for DNSChanger. (w/Trend Micro)

Zersky




Future

Macs as targets

Social networks as delivery mechanism
Mobile as target

More indirect attacks (CAs, RSA, Sophos)
Competing legal agendas:

— Global Online Freedom Act (GOFA) HR
3605

— Cyber Intelligence Sharing and
Protection Act (CISPA) HR 2523

A decline in the use of large botnets except
as “stepping stones” ’
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Q&A

Any questions?

Jim Lippard
Sr. Product Manager, Security
EarthLink Business
lippard@corp.earthlink.com
Twitter: @lippard
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